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the Union and ordered to be printed

Mr. McCAUL, from the Committee on Homeland Security,
submitted the following

REPORT

[To accompany H.R. 5733]

[Including cost estimate of the Congressional Budget Office]

The Committee on Homeland Security, to whom was referred the
bill (H.R. 5733) to amend the Homeland Security Act of 2002 to
provide for the responsibility of the National Cybersecurity and
Communications Integration Center to maintain capabilities to
identify threats to industrial control systems, and for other pur-
poses, having considered the same, report favorably thereon with
an amendment and recommend that the bill as amended do pass.

CONTENTS

Purpose and SUMmMATY ......ccccciieiiiiieiieeeieeeetee et erte e eaee e aeeessaae e e evaeeeevaeeens
Background and Need for Legislation ...........ccccccoooieiiiiniiiiinniiiienieeceeeeeee
HeEATINGS  oiiioiiieiiieee ettt ettt e et e s st e e s e e e s abae e e abaeeas
Committee Consideration .......c..ccoccovieriiiriiiiienieeeene ettt
CommItEEe VOTES ...ooiuiiiiiiiiiiiieiie ettt st ettt
Committee Oversight FIndings .......cccccocceeiiieiiiiiiiiniieiieieeieeeee e
New Budget Authority, Entitlement Authority, and Tax Expenditures .............
Congressional Budget Office Estimate ........cccoccoevieiiiiiiiiniinieeeeeeeeeeeeee
Statement of General Performance Goals and Objectives ..........ccccceevuierveecieennn.
Duplicative Federal Programs ........ccccccccecciieieiiieeiiiieccieeeeiee e eseeessveeeesvee e
Congressional Earmarks, Limited Tax Benefits, and Limited Tariff Benefits ...
Federal Mandates Statement .........cc.coccovieiiiriiiininienencereeeeeeee e
Preemption Clarification .........ccccccceeviieieiiiieieiieeccee e eere e e evee e evee e eevee e
Disclosure of Directed Rule Makings ........ccccoecieiiiiiiiiniiiiiieiccteceeeee e
Advisory Committee Statement ..........ccccoccieeeiiiiiiiiiiienieeieeeee e
Applicability to Legislative Branch ...
Section-by-Section Analysis of the Legislation ..........cccccoccoeiiiiiiiiiiiiniiiniinieeen.
Changes 1n Existing Law Made by the Bill, as Reported .........ccccocerviineneincnnen.

79-006

sl

o
L}

(]

IO ULR R R R WWN



The amendment is as follows:
Strike all after the enacting clause and insert the following:
SECTION 1. SHORT TITLE.

This Act may be cited as the “DHS Industrial Control Systems Capabilities En-
hancement Act of 2018”.

SEC. 2. CAPABILITIES OF NATIONAL CYBERSECURITY AND COMMUNICATIONS INTEGRATION
CENTER TO IDENTIFY THREATS TO INDUSTRIAL CONTROL SYSTEMS.

(a) IN GENERAL.—Section 227 of the Homeland Security Act of 2002 (6 U.S.C. 148)
is amended—

(1) in subsection (e)(1)—

(A) in subparagraph (G), by striking “and” after the semicolon;

(B) in subparagraph (H), by inserting “and” after the semicolon; and

(C) by adding at the end the following new subparagraph:

“(I) activities of the Center address the security of both information tech-
nology and operational technology, including industrial control systems;”;

(2) by redesignating subsections (f) through (m) as subsections (g) through (n),
respectively; and

(3) by inserting after subsection (e) the following new subsection:

“(f) INDUSTRIAL CONTROL SYSTEMS.—The Center shall maintain capabilities to
identify and address threats and vulnerabilities to products and technologies in-
tended for use in the automated control of critical infrastructure processes. In car-
rying out this subsection, the Center shall—

“(1) lead, in coordination with relevant sector specific agencies, Federal Gov-
ernment efforts to identify and mitigate cybersecurity threats to industrial con-
trol systems, including supervisory control and data acquisition systems;

“(2) maintain cross-sector incident response capabilities to respond to indus-
trial control system cybersecurity incidents;

“(3) provide cybersecurity technical assistance to industry end-users, product
manufacturers, and other industrial control system stakeholders to identify and
mitigate vulnerabilities;

“(4) collect, coordinate, and provide vulnerability information to the industrial
control systems community by, as appropriate, working closely with security re-
searchers, industry end-users, product manufacturers, and other industrial con-
trol systems stakeholders; and

“(5) conduct such other efforts and assistance as the Secretary determines ap-
propriate.”.

(b) REPORT TO CONGRESS.—Not later than 180 days after the date of the enact-
ment of this Act, and every 6 months thereafter during the subsequent four-year
period, the National Cybersecurity and Communications Integration Center shall
provide to the Committee on Homeland Security of the House of Representatives
and the Committee on Homeland Security and Governmental Affairs of the Senate
a briefing on the industrial control systems capabilities of the Center under sub-
section (f) of section 227 of the Homeland Security Act of 2002 (6 U.S.C. 148), as
added by subsection (a).

PURPOSE AND SUMMARY

The purpose of H.R. 5733 is to amend the Homeland Security Act
of 2002 (Pub. L. 107-296) to provide for the responsibility of the
National Cybersecurity and Communications Integration Center to
maintain capabilities to identify threats to industrial control sys-
tems, and for other purposes.

The DHS Industrial Control Systems Capabilities Enhancement
Act of 2018 codifies the role of the Department of Homeland Secu-
rity’s (DHS) National Cybersecurity and Communications Integra-
tion Center (NCCIC) in addressing the security of both information
technology and operational technology for industrial control sys-
tems. NCCIC will maintain capabilities to identify and address
threats and vulnerabilities to products and technologies intended
for use in the automated control of critical infrastructure processes.
NCCIC will lead Federal Government efforts to mitigate cybersecu-
rity threats to industrial control systems (ICS), and maintain cross-
sector incident response capabilities to respond to ICS cybersecu-
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rity incidents. NCCIC can provide cybersecurity technical assist-
ance to ICS end users, product manufacturers and other stake-
holders to mitigate and identify vulnerabilities. As part of this leg-
islation, DHS is directed to periodically provide to the House Com-
mittee on Homeland Security and the Senate Homeland Security
and Government Affairs Committee regarding the industrial con-
trol systems capabilities at NCCIC.

BACKGROUND AND NEED FOR LEGISLATION

Much of our Nation’s critical infrastructure is dependent on in-
dustrial control systems to monitor, control, and safeguard oper-
ational processes. ICS are common systems and devices that can be
found across all sixteen critical infrastructure sectors and are not
unique to any one sector. ICS perform critical functions in man-
aging the operation of critical infrastructure such as electric power
generators, dams, water treatment facilities, medical devices, nu-
clear power plants, and natural gas pipelines. ICS are the oper-
ational technology that include Supervisory Control and Data Ac-
quisition (SCADA) systems, Process Control Systems (PCS), and
Distributed Control Systems (DCS).

DHS’s NCCIC currently works with ICS operators and manufac-
turers in several ways: NCICC’s ICS cybersecurity capabilities in-
clude malware and vulnerability analysis; an operational watch
floor to monitor, track, and investigate cyber incidents; incident re-
sponse; international stakeholder coordination; and creation and
dissemination of threat briefings, security bulletins, and notices re-
lated to emerging threats and vulnerabilities. DHS operates a cen-
tral hub for ICS information exchange, technical expertise, oper-
ational partnerships, and ICS-focused cybersecurity capabilities.

H.R. 5733 will codify the work NCCIC already performs regard-
ing identifying and mitigating ICS vulnerabilities while ensuring
that private industry has a centralized and permanent place for as-
sistance with addressing cybersecurity risk to industrial control
systems.

HEARINGS

No hearings were held on H.R.5733 in the 115th Congress. How-
ever the Committee held the following oversight hearings which in-
formed the legilsation.

On March 9, 2017, the Subcommittee on Cybersecurity and Infra-
structure Protection held a hearing entitled “The Current State of
DHS Private Sector Engagement for Cybersecurity.” The Sub-
committee received testimony from Mr. Daniel Nutkis, Chief Exec-
utive Officer, HITRUST Alliance; Mr. Scott Montgomery, Vice
President and Chief Technical Strategist, Intel Security Group,
Intel Corporation; Mr. Jeffrey Greene, Senior Director, Global Gov-
ernment Affairs and Policy Symantec; Mr. Ryan M Gillis, Vice
President of Cybersecurity Strategy and Global Policy, Palo Alto
Networks; and Ms. Robyn Greene, Policy Counsel and Government
Affairs Lead, Open Technology Institute, New America.

On March 22, 2017, the Committee held a hearing entitled “A
Borderless Battle: Defending Against Cyber Threats.” The Com-
mittee received testimony from GEN Keith B. Alexander (Ret.
USA), President and Chief Executive Officer, IronNet Cybersecu-
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rity; Mr. Michael Daniel, President, Cyber Threat Alliance; Mr.
Frank J. Cilluffo, Director, Center for Cyber and Homeland Secu-
rity, George Washington University; and Mr. Bruce W. McConnell,
Global Vice President, EastWest Institute.

On October 3, 2017, the Subcommittee on Cybersecurity and In-
frastructure Protection held a hearing entitled “Examining DHS’s
Cybersecurity Mission.” The Subcommittee received testimony from
Mr. Christopher Krebs, Senior Official Performing the Duties of the
Under Secretary, National Protection and Programs Directorate,
U.S. Department of Homeland Security; Ms. Jeanette Manfra, As-
sistant Secretary for Cybersecurity and Communications, National
Protection and Programs Directorate, U.S. Department of Home-
land Security; and Ms. Patricia Hoffman, Acting Assistant Sec-
retary, Office of Electricity Delivery and Energy Reliability, U.S.
Department of Energy.

COMMITTEE CONSIDERATION

The Committee met on June 6, 2018, to consider H.R. 5733, and
ordered the measure to be reported to the House with a favorable
recommendation, as amended, by unanimous consent. The Com-
mittee took the following actions:

The following amendments were offered:

An amendment offered by MR. LANGEVIN (#1); was AGREED TO
by unanimous consent.

Page 3, line 14, strike “; and” and insert a semicolon.

Page 3, after line 14, insert the following: “(4) collect, coordinate, and provide vul-
nerability information to the industrial control systems community by, as appro-
priate, working closely with security researchers, industry end-users, product manu-

facturers, and other industrial control systems stakeholders; and”.
Page 3, line 15, strike “(4)” and insert “(5)”.

COMMITTEE VOTES

Clause 3(b) of Rule XIII of the Rules of the House of Representa-
tives requires the Committee to list the recorded votes on the mo-
tion to report legislation and amendments thereto.

No recorded votes were requested during consideration of
H.R.5733.

COMMITTEE OVERSIGHT FINDINGS

Pursuant to clause 3(c)(1) of Rule XIII of the Rules of the House
of Representatives, the Committee has held oversight hearings and
made findings that are reflected in this report.

NEW BUDGET AUTHORITY, ENTITLEMENT AUTHORITY, AND TAX
EXPENDITURES

In compliance with clause 3(c)(2) of Rule XIII of the Rules of the
House of Representatives, the Committee finds that H.R. 5733, the
DHS Industrial Control Systems Capabilities Enhancement Act of
2018, would result in no new or increased budget authority, entitle-
ment authority, or tax expenditures or revenues.
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CONGRESSIONAL BUDGET OFFICE ESTIMATE

The Committee adopts as its own the cost estimate prepared by
the Director of the Congressional Budget Office pursuant to section
402 of the Congressional Budget Act of 1974.

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, June 21, 2018.
Hon. MicHAEL McCAUL,
Chairman, Committee on Homeland Security,
House of Representatives, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-
pared the enclosed cost estimate for H.R. 5733, the DHS Industrial
Control Systems Capabilities Enhancement Act of 2018.

If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is William Ma.

Sincerely,
KEITH HALL,
Director.

Enclosure.

H.R. 5733—DHS Industrial Control Systems Capabilities Enhance-
ment Act of 2018

H.R. 5733 would require the National Cybersecurity and Com-
munications Integration Center (NCCIC) in the Department of
Homeland Security (DHS) to develop and maintain capabilities to
identify and mitigate threats and vulnerabilities to products and
technologies used in the automated control of critical infrastructure
processes. The bill also would require DHS to provide briefings to
the Congress on those capabilities not later than six months after
the bill’s enactment and every six months thereafter over the next
four years.

On the basis of information from DHS, CBO has concluded that
the NCCIC already provides assistance to owners and operators of
critical infrastructure and control systems vendors to identify and
mitigate security vulnerabilities to their industrial control systems.
The bill would codify those responsibilities but would not impose
any new operating requirements on the department. Thus, we esti-
mate that implementing H.R. 5733 would cost less than $500,000
over the 2019-2023 period to prepare and deliver the required
briefings; such spending would be subject to the availability of ap-
propriated funds.

Enacting H.R. 5733 would not affect direct spending or revenues;
therefore, pay-as-you-go procedures do not apply.

CBO estimates that enacting H.R. 5733 would not increase net
direct spending or on-budget deficits in any of the four consecutive
10-year periods beginning in 2029.

H.R. 5733 contains no intergovernmental or private-sector man-
dates as defined in the Unfunded Mandates Reform Act.

The CBO staff contact for this estimate is William Ma. The esti-
mate was reviewed by Leo Lex, Deputy Assistant Director for
Budget Analysis.
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STATEMENT OF GENERAL PERFORMANCE GOALS AND OBJECTIVES

Pursuant to clause 3(c)(4) of Rule XIII of the Rules of the House
of Representatives, H.R. 5733 contains the following general per-
formance goals and objectives, including outcome related goals and
objectives authorized.

H.R. 5733 requires the NCCIC to provide the appropriate House
and Senate Committees a briefing every six months, for the subse-
quent four years, on the industrial control capabiliites of the Cen-
ter.

DUPLICATIVE FEDERAL PROGRAMS

Pursuant to clause 3(c) of Rule XIII, the Committee finds that
H.R. 4911 does not contain any provision that establishes or reau-
thorizes a program known to be duplicative of another Federal pro-
gram.

CONGRESSIONAL EARMARKS, LIMITED TAX BENEFITS, AND LIMITED
TARIFF BENEFITS

In compliance with Rule XXI of the Rules of the House of Rep-
resentatives, this bill, as reported, contains no congressional ear-

marks, limited tax benefits, or limited tariff benefits as defined in
clause 9(e), 9(f), or 9(g) of the Rule XXI.

FEDERAL MANDATES STATEMENT

The Committee adopts as its own the estimate of Federal man-
dates prepared by the Director of the Congressional Budget Office
pursuant to section 423 of the Unfunded Mandates Reform Act.

PREEMPTION CLARIFICATION

In compliance with section 423 of the Congressional Budget Act
of 1974, requiring the report of any Committee on a bill or joint
resolution to include a statement on the extent to which the bill or
joint resolution is intended to preempt State, local, or Tribal law,
the Committee finds that H.R. 5733 does not preempt any State,
local, or Tribal law.

DISCLOSURE OF DIRECTED RULE MAKINGS

The Committee estimates that H.R. 5733 would require no di-
rected rule makings.

ADVISORY COMMITTEE STATEMENT

No advisory committees within the meaning of section 5(b) of the
Federal Advisory Committee Act were created by this legislation.

APPLICABILITY TO LEGISLATIVE BRANCH

The Committee finds that the legislation does not relate to the
terms and conditions of employment or access to public services or
accommodations within the meaning of section 102(b)(3) of the Con-
gressional Accountability Act.
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SECTION-BY-SECTION ANALYSIS OF THE LEGISLATION

Section 1. Short Title.

This section provides that this bill may be cited as the “DHS In-
dustrial Control Systems Capabilities Enhancement Act of 2018”.

Sec. 2. Capabilities of National Cybersecurity and Communica-
tions Integration Center to Identify Threats to Industrial
Control Systems.

This section amends the second section 227 of the Homeland Se-
curity Act (HSA).

This section formally codifies the NCCIC’s role in addressing the
security of both information technology and operational technology,
including industrial control systems.

This section indicates that the NCCIC will maintain capabilities
to identify and address threats and vulnerabilities to products and
technologies intended for use in the automated control of critical
infrastructure processes by leading Federal Government efforts to
mitigate cybersecurity threats to industrial control systems (ICS),
and maintaining cross-sector incident response capabilities to re-
spond to ICS cybersecurity incidents. NCCIC can provide cyberse-
curity technical assistance to ICS end users, product manufacturers
and other stakeholders to mitigate and identify vulnerabilities.
This section includes an amendment to ensure NCCIC also collects,
coordinates and provides vulnerability information to the ICS com-
munity. The Committee intends for DHS to continue training and
outreach efforts to the private sector so that the mutual exchange
with ICS industry stakeholders allows both the public and private
sectors to be fully aware of the cyber threat landscape.

This section requires the NCCIC to brief the U.S. House of Rep-
resentatives Committee on Homeland Security and U.S. Senate
Committee on Homeland Security and Governmental Affairs, for
the first four years after the enactment of this bill, on the indus-
trial control systems capabilities at NCCIC.

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In compliance with clause 3(e) of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italic,
and existing law in which no change is proposed is shown in
roman):

HOMELAND SECURITY ACT OF 2002

* * & * * * &

TITLE II—-INFORMATION ANALYSIS AND
INFRASTRUCTURE PROTECTION

* * *k & * * *k



8

Subtitle C—Information Security

* * * & * * *

SEC. 227. NATIONAL CYBERSECURITY AND COMMUNICATIONS INTE-
GRATION CENTER.

(a) DEFINITIONS.—In this section—

(1) the term “cybersecurity risk”—

(A) means threats to and vulnerabilities of information
or information systems and any related consequences
caused by or resulting from unauthorized access, use, dis-
closure, degradation, disruption, modification, or destruc-
tion of such information or information systems, including
such related consequences caused by an act of terrorism,;
and

(B) does not include any action that solely involves a vio-
lation of a consumer term of service or a consumer licens-
ing agreement;

(2) the terms “cyber threat indicator” and “defensive meas-
ure” have the meanings given those terms in section 102 of the
Cybersecurity Act of 2015;

(3) the term “incident” means an occurrence that actually or
imminently jeopardizes, without lawful authority, the integrity,
confidentiality, or availability of information on an information
system, or actually or imminently jeopardizes, without lawful
authority, an information system,;

(4) the term “information sharing and analysis organization”
has the meaning given that term in section 212(5);

(5) the term “information system” has the meaning given
the:it term in section 3502(8) of title 44, United States Code;
an

(6) the term “sharing” (including all conjugations thereof)
means providing, receiving, and disseminating (including all
conjugations of each of such terms).

(b) CENTER.—There is in the Department a national cybersecu-
rity and communications integration center (referred to in this sec-
tion as the “Center”) to carry out certain responsibilities of the
Under Secretary appointed under section 103(a)(1)(H).

(c) FuNncTIiONS.—The cybersecurity functions of the Center shall
include—

(1) being a Federal civilian interface for the multi-directional
and cross-sector sharing of information related to cyber threat
indicators, defensivemeasures, cybersecurity risks, incidents,
analysis, and warnings for Federal and non-Federal entities,
irflpluding the implementationof title I of the Cybersecurity Act
of 2015;

(2) providing shared situational awareness to enable real-
time, integrated, and operational actions across the Federal
Government and non-Federal entities to address cybersecurity
risks and incidents to Federal and non-Federal entities;

(8) coordinating the sharing of information related to cyber
threat indicators, defensive measures,cybersecurity risks, and
incidents across the Federal Government;

(4) facilitating cross-sector coordination to address cybersecu-
rity risks and incidents, including cybersecurity risks and inci-
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dents that may be related or could have consequential impacts
across multiple sectors;

(5)(A) conducting integration and analysis, including cross-
sector integration and analysis, of cyber threat indicators,
defensivemeasures, cybersecurity risks, and incidents; and

(B) sharing the analysis conducted under subparagraph (A)
with Federal and non-Federal entities;

(6) upon request, providing timely technical assistance, risk
management support, and incident response capabilities to
Federal and non-Federal entities with respect to cyber threat
indicators, defensive measures, cybersecurityrisks, and inci-
dents, which may include attribution, mitigation, and remedi-
ation;

(7) providing information and recommendations on security
and resilience measures to Federal and non-Federal entities,
including information and recommendations to—

(A) facilitate information security;

(B) strengthen information systems against cybersecu-
rity risks and incidents; and

(C) sharing cyber threat indicators and defensive meas-
ures;

(8) engaging with international partners, in consultation
with other appropriate agencies, to—

(A) collaborate on cyber threat indicators, defensive
measures, and information related to cybersecurity risks
and incidents; and

(B) enhance the security and resilience of global cyberse-
curity;

(9) sharing cyber threat indicators, defensive measures, and
other information related to cybersecurity risks and incidents
with Federal and non-Federal entities, including across sectors
of critical infrastructure and with State and major urban area
fusion centers, as appropriate;

(10) participating, as appropriate, in national exercises run
by the Department; and

(11) in coordination with the Office of Emergency Commu-
nications of the Department, assessing and evaluating con-
sequence, vulnerability, and threat information regarding
cyber incidents to public safety communications to help facili-
tate continuous improvements to the security and resiliency of
such communications.

(d) COMPOSITION.—

(1) IN GENERAL.—The Center shall be composed of—

(A) appropriate representatives of Federal entities, such
as—

(i) sector-specific agencies;

(i1) civilian and law enforcement agencies; and

(iii) elements of the intelligence community, as that
term is defined under section 3(4) of the National Se-
curity Act of 1947 (50 U.S.C. 3003(4));

(B) appropriate representatives of non-Federal entities,

such as—
(i) State, local, and tribal governments;
(i) information sharing and analysis organizations,
including information sharing and analysis centers;



10

(iil) owners and operators of critical information sys-
tems; and
(iv) private entities;

(C) components within the Center that carry out cyber-
security and communications activities;

(D) a designated Federal official for operational coordi-
nation with and across each sector;

(E) an entity that collaborates with State and local gov-
ernments on cybersecurity risks and incidents, and has en-
tered into a voluntary information sharing relationship
with the Center; and

(F) other appropriate representatives or entities, as de-
termined by the Secretary.

(2) INCIDENTS.—In the event of an incident, during exigent
circumstances the Secretary may grant a Federal or non-Fed-
eral entity immediate temporary access to the Center.

(e) PRINCIPLES.—In carrying out the functions under subsection
(c), the Center shall ensure—

(1) to the extent practicable, that—

(A)  timely, actionable, and relevant  cyber
threatindicators, defensive measures, and information re-
lated to cybersecurity risks, incidents, and analysis is
shared;

(B) when appropriate, cyber threatindicators, defensive
measures, and information related to cybersecurity risks,
incidents, and analysis is integrated with other relevant
information and tailored to the specific characteristics of a
sector;

(C) activities are prioritized and conducted based on the
level of risk;

(D) industry sector-specific, academic, and national lab-
oratory expertise is sought and receives appropriate con-
sideration;

(E) continuous, collaborative, and inclusive coordination
occurs—

(i) across sectors; and
(ii) with—
(I) sector coordinating councils;
(IT) information sharing and analysis organiza-
tions; and
(ITI) other appropriate non-Federal partners;

(F) as appropriate, the Center works to develop and use
mechanisms for sharing information related to cyber
threat indicators, defensive measures,cybersecurity risks,
and incidents that are technology-neutral, interoperable,
real-time, cost-effective, and resilient;

(G) the Center works with other agencies to reduce un-
necessarily duplicative sharing of information related to
cyber threat indicators,defensive measures, cybersecurity
risks, andincidents; [and];

(H) the Center designates an agency contact for non-Fed-
eral entities; and

(D) activities of the Center address the security of both in-
formation technology and operational technology, including
industrial control systems;
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(2) that information related to cyber threat indicators, defen-
sive measures, cybersecurityrisks, and incidents is appro-
priéltely safeguarded against unauthorized access or disclosure;
an

(3) that activities conducted by the Center comply with all
policies, regulations, and laws that protect the privacy and civil
liberties of United States persons, including by working
withthe Privacy Officer appointed under section 222 to
ensurethat the Center follows the policies and procedures
specifiedin subsections (b) and (d)(5)(C) of section 105 of the
CybersecurityAct of 2015.

(f) INDUSTRIAL CONTROL SYSTEMS.—The Center shall maintain
capabilities to identify and address threats and vulnerabilities to
products and technologies intended for use in the automated control
of critical infrastructure processes. In carrying out this subsection,
the Center shall—

(1) lead, in coordination with relevant sector specific agencies,
Federal Government efforts to identify and mitigate cybersecu-
rity threats to industrial control systems, including supervisory
control and data acquisition systems;

(2) maintain cross-sector incident response capabilities to re-
spond to industrial control system cybersecurity incidents;

(3) provide cybersecurity technical assistance to industry end-
users, product manufacturers, and other industrial control sys-
tem stakeholders to identify and mitigate vulnerabilities;

(4) collect, coordinate, and provide vulnerability information
to the industrial control systems community by, as appropriate,
working closely with security researchers, industry end-users,
product manufacturers, and other industrial control systems
stakeholders; and

(5) conduct such other efforts and assistance as the Secretary
determines appropriate.

[(©)] (g) No RIGHT OR BENEFIT.—

(1) IN GENERAL.—The provision of assistance or information
to, and inclusion in the Center of, governmental or private en-
tities under this section shall be at the sole and unreviewable
discretion of the Under Secretary appointed under section
103(a)(1)(H).

(2) CERTAIN ASSISTANCE OR INFORMATION.—The provision of
certain assistance or information to, or inclusion in the Center
of, one governmental or private entity pursuant to this section
shall not create a right or benefit, substantive or procedural,
to similar assistance or information for any other govern-
mental or private entity.

[(g)] (h) AUTOMATED INFORMATION SHARING.—

(1) IN GENERAL.—The Under Secretary appointed under sec-
tion 103(a)(1)(H), in coordination with industry and other
stakeholders, shall develop capabilities making use of existing
information technology industry standards and best practices,
as appropriate, that support and rapidly advance the develop-
ment, adoption, and implementation of automated mechanisms
for the sharing of cyber threat indicators and defensive meas-
ures in accordance with title I of the Cybersecurity Act of 2015.

(2) ANNUAL REPORT.—The Under Secretary appointed under
section 103(a)(1)(H) shall submit to the Committee on Home-
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land Security and Governmental Affairs of the Senate and the
Committee on Homeland Security of the House of Representa-
tives an annual report on the status and progress of the devel-
opment of the capabilities described in paragraph (1). Such re-
ports shall be required until such capabilities are fully imple-
mented.

[(h)] (i) VOLUNTARY INFORMATION SHARING PROCEDURES.—

(1) PROCEDURES.—

(A) IN GENERAL.—The Center may enter into a voluntary
information sharing relationship with any consenting non-
Federal entity for the sharing of cyber threat indicators
and defensive measures for cybersecurity purposes in ac-
cordance with this section. Nothing in this subsection may
be construed to require any non-Federal entity to enter
into any such information sharing relationship with the
Center or any other entity. The Center may terminate a
voluntary information sharing relationship under this sub-
section, at the sole and unreviewable discretion of the Sec-
retary, acting through the Under Secretary appointed
under section 103(a)(1)(H), for any reason, including if the
Center determines that the non-Federal entity with which
the Center has entered into such a relationship has vio-
lated the terms of this subsection.

(B) NATIONAL SECURITY.—The Secretary may decline to
enter into a voluntary information sharing relationship
under this subsection, at the sole and unreviewable discre-
tion of the Secretary, acting through the Under Secretary
appointed under section 103(a)(1)(H), for any reason, in-
cluding if the Secretary determines that such is appro-
priate for national security.

(2) VOLUNTARY INFORMATION SHARING RELATIONSHIPS.—A
voluntary information sharing relationship under this sub-
section may be characterized as an agreement described in this
paragraph.

(A) STANDARD AGREEMENT.—For the use of a non-Fed-
eral entity, the Center shall make available a standard
agreement, consistent with this section, on the Depart-
ment’s website.

(B) NEGOTIATED AGREEMENT.—At the request of a non-
Federal entity, and if determined appropriate by the Cen-
ter, at the sole and unreviewable discretion of the Sec-
retary, acting through the Under Secretary appointed
under section 103(a)(1)(H), the Department shall negotiate
a non-standard agreement, consistent with this section.

(C) EXISTING AGREEMENTS.—An agreement between the
Center and a non-Federal entity that is entered into before
the date of enactment of this subsection, or such an agree-
ment that is in effect before such date, shall be deemed in
compliance with the requirements of this subsection, not-
withstanding any other provision or requirement of this
subsection. An agreement under this subsection shall in-
clude the relevant privacy protections as in effect under
the Cooperative Research and Development Agreement for
Cybersecurity Information Sharing and Collaboration, as
of December 31, 2014. Nothing in this subsection may be
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construed to require a non-Federal entity to enter into ei-
ther a standard or negotiated agreement to be in compli-
ance with this subsection.

[(G)] () DIRECT REPORTING.—The Secretary shall develop policies
and procedures for direct reporting to the Secretary by the Director
gf the Center regarding significant cybersecurity risks and inci-

ents.

[G)] (k) REPORTS ON INTERNATIONAL COOPERATION.—Not later
than 180 days after the date of enactment of this subsection, and
periodically thereafter, the Secretary of Homeland Security shall
submit to the Committee on Homeland Security and Governmental
Affairs of the Senate and the Committee on Homeland Security of
the House of Representatives a report on the range of efforts un-
derway to bolster cybersecurity collaboration with relevant inter-
national partners in accordance with subsection (c)(8).

[(k)] (1) OUTREACH.—Not later than 60 days after the date of en-
actment of this subsection, the Secretary, acting through the Under
Secretary appointed under section 103(a)(1)(H), shall—

(1) disseminate to the public information about how to volun-
tarily share cyber threat indicators and defensive measures
with the Center; and

(2) enhance outreach to critical infrastructure owners and
operators for purposes of such sharing.

[(D] (m) CYBERSECURITY OUTREACH.—

(1) IN GENERAL.—The Secretary may leverage small business
development centers to provide assistance to small business
concerns by disseminating information on cyber threat indica-
tors, defense measures, cybersecurity risks, incidents, analyses,
and warnings to help small business concerns in developing or
enhancing cybersecurity infrastructure, awareness of cyber
threat indicators, and cyber training programs for employees.

(2) DEFINITIONS.—For purposes of this subsection, the terms
“small business concern” and “small business development cen-
ter” have the meaning given such terms, respectively, under
section 3 of the Small Business Act.

[(m)] (r) COORDINATED VULNERABILITY DISCLOSURE.—The Sec-
retary, in coordination with industry and other stakeholders, may
develop and adhere to Department policies and procedures for co-
ordinating vulnerability disclosures.

* * *k & * * *k
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